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Disclaimer

Theinformation or recommendations contained herein are provided "ASIS"and intended for informational purposesonly and
should not be relied upon for operational, marketing, legal, technical, tax, financial or other advice When implementing any
new strategy or practice,you should consult with your legal counselto determine what laws and regulations may apply to your
specificcircumstances The actual costs, savingsand benefits of any recommendationsor programs may vary based upon your
specific business needs and program requirements. By their nature, recommendations are not guarantees of future
performance or results and are subject to risks, uncertainties and assumptions that are difficult to predict or quantify.
Assumptions were made by us in light of our experience and our perceptions of historical trends, current conditions and
expected future developments and other factors that we believe are appropriate under the circumstance Recommendations
are subject to risks and uncertainties, which may cause actual and future results and trends to differ materially from the
assumptionsor recommendations. Visais not responsible for your use of the information contained herein (including errors,
omissions, inaccuracyor non-timeliness of any kind) or any assumptions or conclusionsyou might draw from its use. Visa
makes no warranty, expressor implied, and explicitly disclaimsthe warranties of merchantability and fitness for a particular
purpose, any warranty of non-infringement of any third party's intellectual property rights, any warranty that the information
will meet the requirements of a client, or any warranty that the information is updated and will be error free. To the extent
permitted by applicable law, Visa shall not be liable to a client or any third party for any damages under any theory of law,
including, without limitation, any special,consequential,incidental or punitive damages,nor any damagesfor loss of business
profits, businessinterruption, loss of businessinformation, or other monetary loss, even if advised of the possibility of such
damages
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A Global Data Compromise Landscape

A Liability Shift and Increase in Skimming Attacks
A Card Skimming d Criminal Trends

A Safeguarding Against Skimming Attacks

A How to Report a Skimming Device

A Key Takeaways

A Resources
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Global Data Compromise Landscape
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Global Data Compromises

2011-2015 A Global data compromise events are

- - slightly higher in 2015 over those
Compromise Cases by Region managed in 2014

A The U.S. is the largest contributor,
= CEMEA mainly due to its large mag stripe
infrastructure and an increase in

— AP successful attacks on third party
VE service providers
WLAC A VE and AP represent the next largest
B NA contributors to known breach events,
together comprising a quarter of the
. : : : . . total
201 2012 2013 2014 2015 A Breaches in VE and AP are primarily

CNP
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Global Data Compromises

Breach trends by merchantevel

Entity Type 2012 2013 2014 2015
% % % %
Level 1 <1% 1% 1% <1%
Level 2 <1% 1% 1% <1%
Level 3 1% 4% 4% 5%
Level 4 95% 92% 93% 92%
Agent <1% 1% 1% 2%
Other 2% <1% 0% 0%
Total 100% 100% 100% 100% 2012 2013 2014 2015
A As a proportion of the total number of breach events, L4s )
remain the vast majority of compromise cases A Fewer level 1 and 2 breaches in 2015
(93% in 2014-2015) A Threat actors are targeting smaller interconnected merchants in
A At-risk accounts in 2015 were largely attributed to L4 large numbers
merchants A Restaurants and fAother retailo

A Level 4 merchants outnumber L1s in the US total known breaches

A Quick service restaurants, supermarkets, and lodging make up
the other top MCCs
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EMV Liablility Shift and Increase in Skimming
Attacks




EMYV Liablility Shift and Counterfeit Fraud

Understanding how the liability shift affects fraud

Oct. 2015 U.S. EMV liability shift l‘ l ‘\

(excludes AFD & ATM) ‘.

Criminals continue to attack the Payment
System to steal and monetize cardholder data

v

Oct. 2017 U.S. AFD & ATM liability shift ‘ — \
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EMV Chip Adoption & Fraud

Fraud will likely migrate to other channels

Liability shift . do@{\o“
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Counterfeit fraud
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Fraud Migration to Other Channels

Fraud migrating to e-commerce, automated fuel.dispensers, and ATMs

Fraud and attacks will continue in CNP/e-
commerce channels

A Insecure websites and mis-configured
security settings

A Internet facing websites getting exploited

T

Scan for vulnerabilities
Be aware of OWASP Top 10

Work with a qualified
integrator/reseller

To o

A AFD EMV liability shift in October 2017 A Regularly check pumps for devices

A Stations in remote locations often targeted A Review POS for overlays

A Skimmers and overlays are getting more A Know who to contact if known or
sophisticated suspected attack

A ATM EMV liability shift in October 2017 A Regularly check ATMs

A Overlays and cameras are getting more A Ensure software is kept up to date
sophisticated A Know who to contact if known or

A Remote locations at higher risk suspected attack
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Rise in Skimming Attacks VIsA

Criminals are targeting mag stripe data

1751573 008% S&P 500 v 203594 -0.04% Nasdaq 4 4773.50 010% US.10Yr v 0/32Yield 1300% Crude Oil v 3959 -050%

. s . THE WALL STREET JOURNAL.
A Criminals are shifting their attacks

to skimming g v s B
A Increase skimming attacks in the | e

news
A Criminals are targeting:

0 Selfcheckout terminals at
stores

o0 Automated fuel dispensers
0 White-label ATMs
A Increasing in sophistication of  pesome ol asors, s

attacks and technology - \, i , o, e - 1
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Home ! News & Events / Police Report Jump in ATM Skimming

Police Report Jump in A Skimming devices found at two gas stations

Skimming devices now popping up at grocery stores

BY CHERI HARDMON Y . 4 (] [Nad

found at two Howell gas
1d law enforcement effort.

in Department of Agriculture

CONSUMER ALERT
GROCERY STORE CREDIT CARD SKIMMERS
e N
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Card Skimming 0 Criminal Trends




Card Skimming: Trends

ATM Related Skimming losses - Top 6 Locations

(As reported by 17 Countries at 36th EAST Meeting)

Chort doto shows

percentoge of countries
reporting losses in eoch
locotion

INDONESIA USA PHILIPPINES SOUlN VIETNAM  MALAYSA

Source: MATMMTO.M (EAsT)
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Skimming continues to be
the #1 cause of fraud loss on
ATMSs.

A Criminal techniques have grown
increasingly sophisticated
A Criminal techniques have

diversified to avoid anti-skimming
defences
A An arms race has taken place
- Industrialisation
- Avoidance techniques

- Sabotage
- Side Channels
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Skimmer added to
fake panel over card
slot.

Camera concealed
In fake panel above
PIN Pad.

A
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Small er é.

Six small batteries
connected to micro
switches

Transmitter
Circuit
/

Micro Switches Transmitter

Magnetic Read Antenna
Head
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Smallest: Insert Skimmer, Germany




.:.'" Bypassing Passive Protection




Bezel Overlay Skimmer - Canada
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Skimming - Ireland
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Skimming i UK
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Criminal Lab Raid: Germany

Card Reader Moulds and Surrounds
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Bypassing Active Prevention
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